
  ISSUE 1 

 

POLICY DOCUMENT No W16 
                

 
 
 
 

 

DEBENHAM HIGH SCHOOL 
A Church of England High Performing Specialist Academy 
 

 
 
 

 

 
ACCEPTABLE USE OF THE INTERNET POLICY 

         This policy is reviewed annually  
 
 
 

History of Document 

 

Issue No Author/Owner Date Written 
Approved by 
Governors on 

Comments 

1 S. Hawkins June 22  1st issue 

 
 
  



 

 

 

 

Contents 
 
 

Introduction .................................................................................................................................................................. 3 

The Internet in School .................................................................................................................................................. 3 

The Internet in the Curriculum ..................................................................................................................................... 3 

Roles and responsibilities ............................................................................................................................................. 3 

1. Purpose ..................................................................................................................................................................... 4 

2. Scope ........................................................................................................................................................................ 5 

3. Definitions of Unacceptable Use .............................................................................................................................. 6 

a. Misuse of the Equipment/Hardware ................................................................................................................ 6 

b. Misuse of Software/Network ........................................................................................................................... 6 

c. Disrupting the Work of Others using IT ............................................................................................................ 6 

d. Plagiarism.......................................................................................................................................................... 6 

e. Inappropriate Online Activity ........................................................................................................................... 7 

4. Monitoring ................................................................................................................................................................ 7 

5. Consequences of Breach .......................................................................................................................................... 8 

6. Other notes ............................................................................................................................................................... 8 

 

  



 

 

Introduction 
The internet is a valuable resource that can raise educational standards by offering both pupils and staff 
opportunities to search for information from a very wide range of sources based throughout the world. 
However, some of the information to be found on the internet will be inappropriate for pupils and we 
feel it is important to have a policy in place that takes this issue into account.  
The school has a duty to ensure that before using the internet with pupils, staff have had the 
opportunity to discuss how they will deal sensitively with inappropriate use. The following policy helps 
to define appropriate and acceptable use by both staff and students. 
The implementation of this policy is the responsibility of all members of staff.  
 

The Internet in School  
The internet is a powerful technology, and we realise that it must play an important role in any learning 
environment. Through the internet, staff are able to find information on topics they may be teaching, 
resources that have been written by other teachers and newsgroups of a particular interest to the 
school, and they will be able to share ideas with teachers around the region, nationally and 
internationally too. It aids planning and collaboration between schools. It provides an e-mail address to 
members of staff to enable them to keep in ready contact with other schools. Parents can contact staff 
members via the school email address.  
 

The Internet in the Curriculum  
The use of the Internet in the curriculum needs careful planning, and it should not be assumed that 
students have the skills and knowledge of how to work safely in an online environment – for example, 
how to use search engines safely. Therefore, if the internet is to be used, the teacher should ensure that 
these points are covered in the interests of accessibility, and also of safety. 
 

Roles and responsibilities 
Online safety is recognised as an essential aspect of strategic leadership in this school and the 
Headteacher, with the support of Governors, aims to embed safe practices into the culture of the 
school. The Headteacher ensures that the policy is implemented and compliance with the policy 
monitored. All staff are responsible for promoting and supporting safe behaviours in their classrooms 
and following school online safety procedures. Central to this is fostering a ‘No Blame’ culture so pupils 
feel able to report any bullying, abuse or inappropriate materials.  
Students will be made aware of unacceptable use of the internet.  The rules for using the internet will be 
made clear to all students; they will have to sign the Acceptable Use Agreement in their Log Book 
annually.   

  



 

 

1. Purpose  
 

Debenham High School seeks to promote and facilitate the proper and extensive use of Information 
Technology (IT) for the sole purpose of supporting the teaching, learning, research and management 
activities of the school. 
 
Whilst the traditions of academic freedom will be fully respected, this also requires responsible and 
legal use of the technologies and facilities made available to all learners and staff of Debenham High 
School. 
 
It is the responsibility of all Users of Debenham High School’s IT services and equipment to read and 
understand this policy. This policy may be updated from time to time to comply with legal and policy 
requirements. 
 
This Acceptable Use Policy is intended to provide a framework governing the use of all IT services and 
equipment made available for use. It should be interpreted such that it has the widest application and 
so as to include new and developing technologies and uses, which may not be explicitly referred to. 
 
The Policy should be read in conjunction with the following school Policies: 
 

 Child Protection and Safeguarding Children 

 Data Protection 

 Online Safety 

 Home-School Agreement 

 Whistleblowing 
 
  



 

 

2. Scope 
 

This policy applies to all Users including pupils, staff, Senior Leadership Team, governors, visitors, 
contractors, partners and others, of the IT facilities provided by Debenham High School, who are bound 
by the provisions of its policies in addition to this Acceptable Use Policy. 
 
It also addresses the use of Debenham High School’s IT facilities accessed via resources licenced for use 
by Debenham High School, such as Microsoft O365, home access and the use of personal BYOD (‘bring 
your own device’) equipment. 
 
The IT facilities include hardware, software, data, data storage, network access, telephony, printing, 
back office systems and services and service provided by third parties including online services 
regardless of where they are being used – such as at school or at home. 
 
Debenham High School network is defined as all computing, telecommunication, and networking 
facilities provided by the School, with particular reference to all computing devices, either School owned 
or personal when connected to systems and services supplied on school premises or remotely. 
  



 

 

3. Definitions of Unacceptable Use 
 

The conduct of all Users when using Debenham High School’s IT facilities should always be in line with 
the school’s policies and values, including the use of any online and social networking platforms. 
 

Unacceptable use in school includes: 
 

a. Misuse of the Equipment/Hardware 
 

 Deliberate damage of equipment, such as breaking keyboards. 

 Gaining access or trying to gain physical access to equipment by removal of screws or cover 
plates. 

 Removal/insertion of cables (power, network, device), by a pupil unless instructed to do so 
by the class teacher or IT Support. 

 
b. Misuse of Software/Network 

 

 Installing or attempting to install software. 

 Connecting or attempting to connect devices to the on premises school network that have 
not been approved by the school Network Manager or a person deputising for them, such as 
phones or USB storage. 

 Deliberate unauthorised access to networked facilities or services or attempts to circumvent 
School security systems. 

 Deliberate unauthorised access to networked facilities or services of a third party or attempts 
to circumvent third party security systems. 

 Accessing or attempting to access the system software folders, settings or services of any 
device for any purpose other than in normal school use of the device(s). 

 Deliberate introduction of computer viruses, malware, or other harmful software either 
directly or indirectly. 

 Continuing to use an item of networking software or hardware after a direct request that it 
should not be used because it is causing disruption to the correct functioning of any IT 
services. 

 
 

c. Disrupting the Work of Others using IT 
 

 Corrupting or attempting to corrupt or delete other users’ data or work. 

 Accessing or attempting to access the private data of others. 

 Disrupting the work of others while using IT equipment by any technical means. 

 Disrupting or attempting to disrupt a lesson or service for other users (for example, by 
deliberate or reckless overloading of access links or switching equipment or by activating 
web bots). 

 

d. Plagiarism 
 

 Submitting work that has been created by others either in school or available on the internet 
and passing it off as your own, including use of automatic paraphrasing or similar tools.  

 Accessing websites with the intention of acquiring information to “cheat”.   Quiz 
cheats/hacks for example. 

 



 

 

 

e. Inappropriate Online Activity 
 

 Accessing game or shopping websites or conducting other personal activities during lessons 
unless permission has been given by the class teacher.  

 Pupils must not undertake any commercial activity – shopping, banking or other transaction 
that involves a monetary payment without prior authorisation from a member of staff. 

 Deliberately repeatedly attempting to access websites, features or functions that are blocked 
for school users. 

 Pupils creating accounts on sites without permission from the class teacher. 

 Pupils logging onto personal (at home) accounts including email at school. 

 Downloading and saving including viewing or playing films, TV programs or music (sound) 
either directly or via a downloader that is that infringes the intellectual property rights or 
privacy rights of a third party, or that is in breach of a legal duty owed to another party. 

 Accessing any online resource that is not age appropriate or ignoring conditions imposed by 
the published Terms of Service and Privacy Policies, especially where they explicitly state that 
users should be over 13, 16 or 18 years old. 

 Creating, accessing or sending (transmission), either directly or indirectly, any offensive, 
obscene or indecent images, data or other material, or any data capable of being resolved 
into obscene or indecent images or material. 

 Creating or sending of material which is subsequently used to directly or indirectly harass, 
bully, stalk and/or victimise of any member of Debenham High School or any third party or 
which promotes discrimination on the basis of race, gender, religion or belief, disability, age 
or sexual orientation. 

 Creating or sending any material with the intent to defraud or which is likely to deceive 
another person either inside or outside the school or which advocates or promotes any 
unlawful act, including lying about your age. 

 Creating, accessing or sending any unlawful material, or material that is defamatory, 
threatening, discriminatory, extremist or which has the potential to radicalise themselves or 
others. 

 Creating or making available to anyone in the school or outside anything that brings 
Debenham High School into disrepute.    

 Sending unsolicited or bulk email (spam), forge addresses, or use mailing lists other than for 
legitimate purposes related to School’s activities.   

 Any pursuance of commercial activities for personal gain using the school IT Network or 
devices including gambling or professional gaming. 

 
 

4. Monitoring 
 

Debenham High School records and monitors the use of its IT facilities, as required by the Statutory 
Guidance “Keeping Children Safe In Education”, which is updated annually and acts upon any reported 
findings.  As such, all users are accountable for any activities logged to their individual accounts. 
 
Any breaches of the AUP either discovered or reported will be investigated and any findings passed to 
the appropriate school leadership. 
 
Debenham High School will comply with lawful requests for information from government and law 
enforcement agencies. 
 



 

 

5. Consequences of Breach 
 

In the event of any failure to comply with the conditions of this Acceptable Use Policy by a User, 
Debenham High School may in its sole discretion: 
 

 Restrict or terminate a User’s right to use Debenham High School IT facilities. 

 Withdraw or remove any material uploaded by that User in contravention of this Policy. 

 Where appropriate, disclose information to law enforcement agencies and take any legal action 
against a User for breach of this Policy, including but not limited to claiming all costs, fees and 
disbursements (including but not limited to legal fees) connected therewith. 

 Any disciplinary action, arising from breach of this policy, shall be taken in accordance with 
Debenham High School’s Disciplinary Policy. Disciplinary action may ultimately lead to 
dismissal/exclusion. 

 
Deviations from Policy 
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation from or 
non-compliance with this policy shall be reported to the Network Manager. 
 
 

6. Other notes 
 

The use of School IT systems and resources with respect to this Policy are subject to the following 
statutes and regulations: 
 

 Statutory Guidance “Keeping Children Safe In Education” (Updated annually) 

 The Computer Misuse Act 1990 

 General Data Protection Regulation (GDPR) (EU) 2016/679 

 The Electronic Communications Act 2000 

 The School Behaviour (Determination and Publicising of Measures in Academies) Regulations 
2012 

 Health and Safety at Work etc. Act 1974 

 Obscene Publications Act 1959 

 Computer Misuse Act 1990 
 


